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Abstract:  We propose a new efficiert group signature scheme based on Strong RSA assumption. Because the scheme doesn’ t
adopt knowledge proof signature as building block, i is simple to sign algorithm and verify algorithm in the scheme, so that the primary
meri of the scheme is that the total computation of signature and verification is only 9 exponent operations and much less than the
state of the art ACJT' scheme in computation cost. Finally, we analyze the efficiency of the proposed scheme and show that the scheme
is more efficient than group signature schemes such as ACJI' scheme in complexiy.

Key words:  unlinkability; group signature; anonymity; coalitiorr resigant

1
1991 , Chaum  Heys [ 1] i ,
L]
9 2 ° m
- 8] . m
s . Camenisch
Stadler [6] ¢ : )
. Ateniese Tsudik [2] Camenis cir Stdler
L]
RSA ) [2,4,5]
9 L]
2
M 2
: 2003 05 30; : 2005 02- 18

: 973 (G 19990358 04) ;



1114

3
31
GM RC
B; ( Bab ) - ,
RC, p|,p2,f,p’1,p/2, pi= 2fp/1+ 1
pa= 2fp o+ L, ne= pip2 erc god
(erc, ®(nc))=1, dRrc drcerc= 1 mod®( n¢), ¢
(nc) Totient ;g€ ZT,C f
(*) .SPK ,
[2], RC (ne f. g ercs h(*),
IDrc) , IDre SPK[ Y:y= g7(") y
I4 .

, GM p3.ps pi- 1
pa— 1 , ng= paps ec
god( eq, P(ng)), dg dgec= 1 mod P(ng);

xc€ 75, ye= g'¢ modng.
( ne, ec,ye D), D¢
32 ( Join Protocol)
Bob , k€ Zf,

k, IDg= g"modne, 6= SPK/ ¥: IDg

=¢'1() (Dg. 8) M,
k
(g, §) . Bob
.GM a€ 7, .

re= g modng, sg= a+ rexch( 1Dg)modf, we= (IDg)~ dﬁmodng
(s¢ re, wg)  Bob.

Bob (s¢, re, wg)

So— I'{,}l (D
g rey g

ID¢= w ™ ‘¢modng
¢

B)modnc

, (rc, s¢,we) .
> GM Bob
IDg, (g, re) RC, RC,
Bob
RC 1D (g6 re)
gle= r(,y'éfh“[)ff)modnc
, . (g, re),
we= (mﬂcrcyrgl(m“)IDB) ~ kemodne
we  Bob,
(we, g'¢, r¢, IDg).  Bob we
’ w, re= IDRCT(;}’rgh(DB) IDgmodn, ,
s we. Bob (re, sc

2005
we, We) -
33 ( Sign Algorithm)
, Bob (16, 56, we,
wc) m . Bob q1, q2,
q:€ 7;

z1= q;RnglmodnC
2,= q‘;t:modnc, u= h(zy, 25, m)
ri= qi+ (s¢t+ k) umodf
ro= u d - u d
2= (q3Wcemodng, I3= W omodng
(u, r1, 1o, 13, m).
34 ( Verify Algorithm)
(u,ri,ro,r3, m)
’
z = Ile{Cgrlr;RcmodnC
’
z 2= ID¢(r3) “¢modng
’ ’ ’
w="h(z1,z2m)

2
y ’

Su= u (u,rl, r2, rs, m)
35 ( Open Algorithm)
(wc, IDg, g%), (u, ri, ra,
rs m) s RC
Stepl: N= 1/umod®( n¢)
Step2: 6= IDkcg tmodnc¢
Step3: Dp= (g"/ & )" /w femodne (1)
IDp, g' (1), IDg
4
(u, 11,72, 13, M) ,

’
z 1= ID’}’;(;grerHcmodnc

s+ k -
IDfc g”t* (o6* )u(q3w?;) “remodn e

]Dl}lt gql ( T(,y:{lh(“)b’)) uIDIl; ( ( IDRC r()yr(gh(lDR) IDH) - dKC) uep.

q‘;kc

e o4 _

= g Regii= 2
£ o= ID¥(r3) ‘o= IDY( qoul) ‘c= q'o= 25

7’ ’
u=h(z 1,z 2, m), (u, ri, ra, r3, m)
.
, (uw,r1, r2, 73, m)

s U s> T, T2, T3 ,

s I, 12,73 5

; ( )

u,ry,r2 r3



1115

(u, ri, ro, r3, m)

7 / ’ ’
(uar17r23r37m)7 ’

’ ’ ’ ’
u(u ), ri,ro r3(ri,rars), ,
’ ’ ’
ri,ra2rs3 5

> T, T2, T'3
(we, we, s¢) ,

(we, s¢), (u,ri,r3 m),

ry R

d re, ro.
wece,
d(;’ B gs‘h g¢
$G, SG B P

ElGmal s s
1D EF

Gmal ( ) D

RSA ElGmal s

N Exp , Inv s
[2.4,5] .
1 [2,4,5]
I-C Texp+ llnv Gexp 13exp+ lnv
G7Z 4exp Texp 1lexp
AQT 10exp 12exp Lexp
4exp Sexp 9exp
5
RSA B
9 , [2,

4.5] )

[ 1] G ATENIESE, J] CAMENISH, M JOYE, G TSUDIK. A practical and
provably secure coalitiorr resistant group signature scheme| A]. M Bet
lare. A dvances in Cryptology Crypto’ 2000[ C ]. Berlin: Springer Ver
lag: 2000. 255- 270.

[ 2] G ATENIESE, G TSUDIK. Some open issues and new direction in

group signature[ A . M Bellare. A dvance in Financial Cryptograpy’ 99

[3]

[ 4]

[5]

[6]

[7]

[8]

[C]. Bedin: Springer Verlag, 1999. 225—- 237.

J CAMENISH, M MICHELS. A group signature with improved efficierr
cy[ A]. K Ohta, D Pei. Advance in Cryptology Proceedings of Asr
acrypt 9§ C]. Berlin: Springer Verlag, 1999. 160- 173.

LIl ( )s

2000,26(26) : 117- 122.
CHEN Kai, ZHU Shixiong. A new group signature scheme] J]. Comput-
er Engineer (Supplement) , 2000, 26( 26) : 117- 122.

LEE W R, CHANG CC. Efficient group signature scheme based on the
discrete logarithm[ J]. IEE Proc Computer Digital Technology, 1998,
145(1): 15— 18

CHAUM D,HEYST F. Group signature[ A]. Rivest. Advance in Cryp
tology Proceeding of EUROCRYPI” 91| C]. Berln: Springer verag,
1992. 257 265.

CONSTANT'IN POPESCU. An efficient goup signature scheme for
hige groups[ J]. Studies in Informatics and Control, 2001, 10( 1):
1232- 1243.

JH ZHANG, Q H WU, Y M WANG. A novel efficient group signature

with forward security[ A]. International Conference of Information and

Communications Security 2003[ C] . Berlin: Springer verag, 2003. 292
- 299.

L1975 11
2004 s
, 40 ,
: s N . E mail:
b h7HANG@ ncut. edu. cn
L1975 9
, 2004
E L E
mail: wgh555@ 163. om
,1966 9 s s
. E mail: zje@ ncut. edu. cn
, 19836 7

s . Email: ymwang@

xidian. edu. en



